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SUBJECT: = * Security Concerns Buring Initial ; .. 
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- 1. Contracting Officer's Technical Representatives 
(COTR' S) and other DDOSST personnel invo’tved in eny. phese Gt 
the gy ngen eae (contractins) process are reminded that an 
essential ineredient to the witimate success of a classi fiew 
endeavor “is the timely establishnent of proper security co. 
trols. These controls .are especially critical during the 
carly ¢xploratery study PieSes where the initial practice 
throushovt the deve Lopuent o£ the project. such thines as 

the identification oF the customer, desired prejuct or ¢«ffert, 
methods of operiting, acquisition techniques, and prospective. 
applications sust alwzys “be handled in a manner designed to 


assure security integrity EEPOUENOUS the procure MCNt process. 


2. Examples of information whack moy yéaquire protection 


are raw technical data , engineering reports, contract specifi- 
cations, enginuecring requirements,  yeaues ts for preposais, 
propress reports, and drawings. Securi ty pretectien mist 


aiso be afforded unique pec Or, Materisl charenteristics 


which relate to 2a system or subs syston that actually an potes- 


tially may compromise the project or program. Addithonelly, 
any. information from which the ultimate- sapplication of the 
finished product can be determined must be appropriately 
Classified at the proper time and, most importantly, discusned 
only with formally appreved persons. 


: 3. To insure that project information is disclosed cnt 

to authorized persons consistent with the efFficienc and secures 
performance of the proposed conrract, it is essentinl that 
proper security controls be established well in adven of 


the contract beines awarded to a particular cont: “actor. . Normrlis. 
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: so pea ~ toed reoywty Gas | uid t establis!] d let sr, 
speciar proepoean eontrats shousd be cstavLlisne oerOTe. 
SGLSCTCR Com ty re utasked to conduct SaRudics OF Iaiasi Ge 
proposals. ‘Pnis gursary Since Lrequencly cho Nere ments: 
of the uae mid $e aR sal OF BESGLE. -YOVOati ne an ters 

uti L 
of the intend sryutiomal use. This precedure mast also 
th 
provide che wrchuny “ee oAsire TWat PArlaciapatane sconerecrors 
who ere not amuarded a contract are appropriately debricfed 
} ped. y 
* gid thet..scisd tive prayort mecervisl 2s returned 
A; White ie fesepoine should be. Tong-standing: precti ce, 
it is conside wortl: repeating especially when you censicer’ 
the xyeprettmi CONBTTMOCEECS Or ty Vel vapLe ee des being 
inadvertently aromized during the early conceptual staac 
of its devele Us SUES SeroOus. esa ce Bon cee whem (13 thes 
.25 ar. absence rep Rorege es scustcy controis Which censure ‘coic- 
piiance with t S$ od-to-know" eae e eee C2) 2s 
importance and n of-the proposed project 25S net sully 
recognized and d Voge COnCOTnGG. 


8, “Therefore, vour slenncd procecures. to ¢stablis 
adequate security contreis for.initial contractor conta 
shall be discussed with vour office and/or contracting, 
security officers well in advence of the initiaticn of 
tractor pean ons or preposni Solicitations. © Please 

. that the appropriate personnel within your respective o 
zations are Ae uiae CALS Species Lc guideivec. 
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